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ABSTRACT KEYWORDS

Quick response (QR) codes are becoming pervasive due to
their rapid readability and the popularity of smartphones
with built-in cameras. QR codes are also gaining importance
in the retail sector as a convenient mobile payment method.
However, researchers have concerns regarding the security
of QR codes, which leave users susceptible to financial loss or
private information leakage. In this study, we address this is-
sue by developing a novel QR code (called MQRCoDE), which
exploits patterns presenting a specific spatial frequency as
a form of camouflage. When the targeted receiver holds a
camera in a designated position (e.g., directly in front at a
distance of 30 cm from the camouflaged QR code), the orig-
inal QR code is revealed in form of a Moiré pattern. From
any other position, only the camouflaged QR code can be
seen. In experiments, the decryption rate of MQRCoDE was
> 98.6% within 10.2 frames via a multi-frame decryption
method. The decryption rate for cameras positioned 20° off
axis or > 10cm away from the designated location dropped
to 0%, indicating that MQRCODE is robust against attacks.
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1 INTRODUCTION

The matrix barcodes known as quick response (QR) codes
are a global phenomenon. QR codes are two-dimensional
barcodes that visually encode bits of information in the form
of black blocks on a square white grid. The data in a QR
code can be accessed by photographing the QR code and
processing the image file using a decoder. QR codes can be
easily read by built-in cameras of smartphones.

It is easy to generate QR-code images for authentication
via mobile applications (APPs). This type of authentication is
commonly used for mobile payment systems in retail stores,
gate access control in buildings, and even unmanned book
rental systems in libraries. For example, the Alipay [3] sys-
tem in Fig. 1 is an authentication system based on QR code.
A user can confirm a transaction using a password and then
the APP encrypts the account and payment information to
generate a QR code displayed on the screen of the user’s
mobile device, e.g., a smartphone. The retailer can use Elec-
tronic Cash Register (ECR), a terminal machine equipped
with a camera, or a smartphone to capture the QR code and
decrypt the messages embedded in the code. Afterwards,
a transaction request is transmitted to the back-end of the
Alipay system. When the transaction is approved, the user
receives a notification [4].

Unfortunately, QR code systems are susceptible to security
risks in the form of Replay attacks [32, 38, 49] and Synchro-
nized Token Lifting and Spending (STLS) attacks [6]. In both
attacks, an attacker sneakingly obtains the victim’s QR code
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Figure 1: Left is the QR-code-based authentication sys-

tem for Alipay; Right is the process of STLS attack on
QR-code-based payment.

to make other payment or access the victim’s private infor-
mation. As shown in Fig. 1, once the attacker obtains an
image of the victim’s QR code, the attacker does not need to
decrypt the message embedded in the QR code nor know the
victim’s password. The attacker simply presents QR code to
the retail for payment. Detailed threat model is presented in
Sec.3.

Due to the widespread adoption of QR codes by retail-
ers (e.g., Walmart and Starbucks), financial organizations
(e.g., Paypal and AliPay), and mobile APPs (e.g., WeChat and
Weibo), this kind of attack can incur tremendous financial
losses [35, 41] or the wide-scale theft of private informa-
tion [46, 54]. It is the inherent characteristics of the commu-
nication channels that allow these attacks. Furthermore, QR
codes do not support a secure mutual challenge-response
protocol, due to the fact that information can be transmitted
in only one direction.

In this study, we develop a novel QR code system, hereafter
referred to as MQRCODE! to resist such attacks. The proposed
scheme exploits nonlinearities in the spatial frequency of
light rays to camouflage QR codes from the communica-
tion channel. MQRCODE relies only on the existing physical
characteristics of the camera and display for encryption;
i.e., no additional communication channels or hardware are
required. When a QR code is generated (like Fig. 2(a)), MQR-
CoDE encrypts it within a pattern that is regarded as noise
(from the perspective of the human visual system) using a
designated spatial frequency. An example of the resulting
mQR code is shown in Fig. 2(b). The image of mQR code
captured by the receiver from a display is projected onto the
image sensor in the camera; however, this projection includes
scaling, translation, rotation determined by the relative po-
sition between the display. If the camera (i.e., the targeted
information receiver) is held precisely at the designated po-
sition, i.e., from right distance and angle, nonlinearities in
spatial frequency between the projected mQR code and the
Color Filter Array (CFA) of the camera allow the original QR

1The camouflaged QR code image is referred to as mQR code.

(b) © @
Figure 2: mQR code can be naturally revealed when
the camera is held in the designated position. (a) Orig-
inal QR code. (b) mQOR code: Encrypted QR code. (c) Pic-
ture taken at designated position. (d) Picture taken at
wrong position (off by 15°).

code to be revealed as a Moiré pattern, as shown in Fig. 2(c) 2.
However, if an attacker captures an image of the mQR code
from any other position, the scaling, translation, rotation of
the mQR code would be incorrect, with the result that the
camera would be unable to make out the intended Moiré pat-
tern. Thus, the physical limitation imposed by the position
of the camera would prevent any would-be attackers from
decrypting the mQR code.

MQRCODE provides a number of benefits. First, MORCODE
is a software-based solution, which requires no communi-
cation channels or additional hardware. Second, encryption
and decryption rely on the relative position between the
mQR code image and the camera. Thus attackers are pre-
vented from decrypting the mQR codes due to the fact that
they cannot occupy the same physical space as the would-be
victim. Third, the computational overhead of decryption is
low, as it involves simple image processing based on the
nonlinear optical interaction between camera and mQR code.
This makes it possible for deployment on the majority of
smartphones currently on the market as well as applications
with limited computational resources, such as secure IoT
communications devices. Moreover, other applications such
as key exchanges and device paring can also be implemented
via our MQRCODE system to obtain high security.

We have intensively evaluated a prototype of MQRCODE
to verify its effectiveness and robustness on a variety of
displays, smartphones, and a Raspberry Pi. Our experiments
show that the decoding rate of any unauthorized camera at
a distance of > 10cm away from the designated location or
at a view angle of > 20°) drops to 0, thereby ensuring that
the would-be attacker is unable to obtain a usable image. We
also conduct a user study of 20 participants with various
ages, genders, and occupations to demonstrate the usability
of MQRCODE.

The contributions of this work include the following:

e We propose a novel optical encryption method for QR
codes based on the nonlinearities in spatial frequency.

A supplementary video shows how an mQR code is naturally revealed:
https://youtu.be/D10J7WCik8U. Note that Fig. 2(b) is scaled specifically for
this manuscript; thus, readers cannot decrypt it using their cameras.
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Figure 3: Example of periodic and phase functions.

e We propose a model to describe the Color Filter Ar-
ray for use in camouflaging spatial patterns via phase
modulation and frequency modulation.

e We propose two robust decryption schemes for the
reconstruction of original QR codes from captured
Moiré patterns.

e We implemented the MQRCODE system in Android,
i0OS, and Raspbian (the operating system of RPi), and
performed extensive experiments to assess the feasi-
bility and limitations of the proposed MQRCODE.

The remainder of this paper is organized as follows: In
Sec. 2, we discuss the nonlinearities in spatial frequency and
how they can affect camera systems. In Sec. 4, we outline
the system flow. The encryption and decryption schemes are
detailed in Sec. 5 and Sec. 6, respectively. Sec. 7 outlines the
extensive experiments used to evaluate the proposed scheme.
Sec. 8 shows the results of the user study. In Sec. 9, we dis-
cuss the limitations of MQRCoDE. In Sec. 10, we present the
related works. Finally, conclusions are presented in Sec. 11.

2 BACKGROUND
2.1 Spatial Frequency

Spatial frequency is a characteristic of any structure that is
periodic across its position in space. In this paper, we con-
sider a bi-dimensional (2D) spatial structure with curvilinear
pattern, which can be described using a frequency term and
a phase term as follows:

m(x, y) = p($(x. y)) (1)
where m(x, y) represents the magnitude at a 2D coordinate
(x,y) (i.e., the color of an image), p(-) is a periodic function
representing the frequency of the pattern, and ¢(x,y) is a
phase function representing the angle of the pattern. For
example, Fig. 3(a) shows the periodic function using a cosine
wave with a frequency of 1/2z. When the phase function is
set to ¢(x, y) = x, we obtain a spatial pattern with repetitive
horizontal lines, as shown in Fig. 3(b).

2.2 Nonlinearity of Spatial Frequency

When two spatial patterns overlap, the nonlinear optical
interaction between the patterns creates an additional vis-
ible layer (referred to as a Moiré pattern) over the original
patterns. In a gray-scale image, each point (x, y) is assigned
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Figure 4: Left is nonlinear optical interaction of two
patterns with frequency f; and f;; Right is nonlinear
optical interaction when taking a picture of a display
using a camera.

a value between 0 and 1 indicating its light reflectance: 0
for black (i.e., no reflected light), 1 for white (i.e., full light
reflectance), and intermediate values for shades in between.
For color images, the same idea can be applied to each color
channel. The fact that the superposition of black and any
other shade is always black suggests a multiplicative model
for the superposition of images. Therefore, assume m is the
superposition of two layers m; and my:

m(xa y) = ml(x’ y) X mZ(x’ y) (2)

The multiplicative model produces nonlinearities in the
spatial frequency. For example, when m; and m; use cosine
functions with frequency f; and f, as periodic functions:

m=m; X my
=(a; + bicos(27 f1t)) X (az + bacos(2x f>t))
=aja; + ar1bycos(2x fot) + azbicos(27 fit)
+ bibycos(2n(fi + f2)t) + bibacos(2n(fi — f2)t)

We find that the combination result includes two addi-
tional frequencies (f; + f2) and (f; — f). Human eyes are
more sensitive to low frequency signals; therefore, frequency
(f1 — f2) is easier to observe, as shown in the left of Fig. 4.

Similarly, when m; and m;, are general curvilinear pat-
terns, where m; = p1(¢1(x,y)) and my = po(¢2(x,y)), the
spectrum of their superposition m can be computed based
on convolution theorem [55]:

M(x,y) = Mi(x, y) ® Ma(x,y) 3)

where M, My, and M, represent the Fourier Transform of
m, my and m;, respectively; and the ® operator represents
the 2D convolution. According to Moiré theorem [5], the
periodic function and phase function are independent and
can therefore be computed separately. Let m,,; represent the
evident nonlinear component resulting from the superposi-
tion of m; and m, with frequencies (f; — f2). Due to the fact
that m,,; is also a curvilinear pattern, m,; = p,;(¢ni(x,y)) is
in accordance with Eq. 1. We then decompose Eq. 3 and com-
pute its periodic function p,; (1) and phase function ¢,;(x, y)
as follows:
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pni(u) = IFT(FT(p1(w)) - FT(p2(-u)))
Pni(x,y) = $1(x,y) — Pa(x,y) (4)

where FT(T) and IFT(T) are the Fourier Transform and
Inverse Fourier Transform of input T, respectively; and p; (u),
p2(u), ¢1(x,y), and ¢(x, y) are the corresponding periodic
and phase functions for m; and m,.

2.3 Nonlinearity in Camera Systems

Cameras are nonlinear systems susceptible to Moiré pat-
terns when used to take pictures of spatial patterns. The
right part in Fig. 4 presents an example image of a display
obtained using a camera, showing repetitive curving lines
superimposed on the display. This nonlinearity is caused by
the CFA on the camera sensor. The CFA is a mosaic of tiny
color filters placed over pixel sensors on an image sensor to
enable the capture of color information. The Bayer filter is
the most common filter [56] used in the cameras built into
smartphones. The example in Fig. 5 provides information
related to the intensity of light in red, green, and blue in a
4 X 4 array.

When capturing a picture of a display, the pixels of the
display sensors projected onto camera form a spatial pattern
layer with spatial frequency f;, and the CFA forms the other
layer with frequency f>. When the camera is positioned at
an appropriate distance and angle to the display, the differ-
ence between spatial frequencies (f; — f2) falls within an
observable frequency range, such that the nonlinear optical
interaction appears as a rippled image (right part of Fig. 4).

To encrypt and decrypt QR codes, MQRCoDE exploits this
nonlinear optical interaction between the CFA and the cam-
ouflage pattern, as detailed in the following sections.

3 THREAT MODEL

We envision a mobile payment scenario where a victim is go-
ing to pay with mobile payment softwares such as Alipay. In
order to finish a payment, the victim should display the pay-
ment QR code on his/her smartphone and then the cashier
scans the QR code to finish the transaction, as depicted in
Fig. 1. Meanwhile, there is an attacker whose goal is to obtain
the victim’s QR code without the victim’s awareness to steal
money. We assume that the attacker can either physically
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Figure 6: MQRCODE system flow.

get close to the victim to capture the QR code by carrying a
smartphone or a digital camera or use pre-deployed cameras,
like on the ceiling, in the wall sockets, or in some decora-
tions, to take a sneak shot of the victim’s QR code. There
is high possibility for the attacker to capture the QR code
because people tend to show their payment QR codes before
they get in front of the checkout counter [41].

Once the QR code is captured, the attacker can immedi-
ately transfer it to a remote server for a fraudulent transac-
tion. Note that the fraudulent transaction needs to be done
before the victim completes the transaction because a QR
code can only be used for one transaction. We conduct a
quick survey that how long users will open the payment QR
code before checkout via an online questionnaire. The result
shows that 85% among 30 users tend to have the payment
QR code on the phone screen 60 seconds before a clerk scans
it. We assume the time span for the attack is enough because
the attacker can interrupt the legitimate payment process
by physically hindering it or break the progress with social
engineering methods such as talking to the cashier to delay
the scanning. After the fraudulent transaction, the victim
receives a notification about the transaction; however, at the
time, the attack has succeeded - the attacker has finished the
fraudulent transaction. Moreover, in many reported attacks,
the victim simply ignored the notification or was not aware
that it was an attack [35, 41].

In the threat model, we assume the attacker cannot: (1)
get access to the victim’s payment device or install malware
on it, (2) obtain pixel-level photograph of the QR code as
such a camera and lens are too large to carry (see Sec. 9).

4 SYSTEM FLOW

The objective behind the development of MQRCODE is to
enhance the security of information transmitted via QR code.
Fig. 6 illustrates the system architecture, which comprises
two parts: a sender (e.g., a smartphone display) and a receiver
(e.g., a smartphone camera). When the sender generates a
standard QR code, MQRCoDE checks the display configura-
tion (e.g., resolution and pixel size) before applying phase
modulation (Sec. 5.2) and frequency modulation (Sec. 5.3) on
encrypting QR code. The encrypted QR code (i.e., mQR code)
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Figure 7: Encrypt a QR code using color filters in Bayer
Filter. The green filters in each 2 X 2 array are symmet-
ric, such that variations in phase make them more dif-
ficult for the human eye to distinguish.

is also camouflaged with noise to handle phase discontinu-
ities (Sec. 5.4). The resulting mQR code that appears on the
display is highly secure.

On the receiver side, we provide two decryption schemes
for different application scenarios. For handheld mode, we
hold the camera at a designated distance and angle from the
mQR code, whereupon our multi-frame decryption scheme
(Sec. 6.2) is applied to reconstruct the QR code. For fixed
scanners commonly found in stores, the display with the
mQR code is placed under the fixed scanner, whereupon the
fast decryption scheme (Sec. 6.3) is applied. After the original
QR code is reconstructed, the standard QR code decoder is
used to obtain the embedded data.

We detail the encryption and decryption schemes in the
following two sections.

5 ENCRYPTION

MQRCODE exploits the nonlinear optical interaction between
the CFA and pattern used to camouflage the QR code. Accord-
ing to Eq. 2, without a loss of generality, we assume that the
spatial pattern of CFA is m.f,(x, y) and the original QR code
(also the decrypted QR code) is mg,.(x, y). The goal of the en-
cryption process is to compute the encrypted QR code image
Menc(X, ), such that mye.(x, y) = mera(x, y) - Menc(x, y).

5.1 Color Filter Array Model

We first model the CFA by formulating m.r,(x, y) =
Pefa(Peralx, y)) from Eq. 1. In the Bayer filter (Fig. 5), green
filters are located within diagonal grids in each 2 X 2 array,
whereas blue and red filters occupy the remaining locations.
Instead of modeling all three channels, MQRCoDE models
only the green filter. This is done for two reasons. First, QR
codes contain only black and white blocks; therefore, one
color filter is enough for decryption.

Second, the green filter in a 2 X 2 array is symmetric, such
that variations in phase make them more difficult for the
human eye to distinguish. As described in Sec. 5.2, MQRCODE
alternates phases in the representation of black and white
QR code blocks. Allowing the generated spatial pattern to be
distinguishable with alternations in phases would defeat the

(@) f=1. o) f =13 © f=3 @ f =3

Figure 8: Example of using various frequencies f to
communicate at various distances.

purpose of the model (i.e., for encryption). Fig. 7 presents
examples of encrypted patterns using green, red, and blue
filters. The theoretical explanation of the results is detailed
in Appendix A.

In this study, the green filter is modeled as follows:

mcfa(x9 y) = pcfa(d)cfa(x’ y))
Pefa(t) = 0.5+ 0.5cos(27ru) (5)

¢cfa(x9 y) = ((x + y)mOdz)/z

where m.r,(x, y) represents the color reception of the
green filter at coordinate (x, y) on the image sensor, p.rq(u)
represents the periodic function, and ¢.¢4(x, y) represents
the phase function. Since x and y range from 1 to the im-
age height/width, values of the phase function become 0
or 0.5. After application of the periodic function, m.r.(x, y)
becomes 1 (i.e., receive all light on the green filter) in the
diagonal grids in each 2 X 2 array or 0 (i.e., filter out all light).

5.2 Phase Modulation
To compute Mene(X, y) = Penc(qsenc(x, y)), we let Penc(u)
equal pcrq(u):

Penc(u) = 0.5 + 0.5cos(27u) (6)
in order to enlarge the contrast of resulting Moiré pattern [52].
Phase modulation is applied by mapping black and white
blocks in QR codes to different phases. Due to the fact that
Mgec (i.e., original QR code) and m.f, (modeled in Sec. 5.1)
are known, combining Eq. 2 and 4 we learn the following:

Mgec(X, y) = pdec(qsdec(x’ y))
= pdec(qscfa(xv Y) = enc(x,y))
= Penc(%,Y) = Pera(x,y) — pgo (Maec(x,y)) + 2k, k € Z

where p;éc represents the inverse function of pg.., which
maps intensity values to the corresponding phases. The 2k
term has no impact on the encrypted image m.,. because
MQRCODE uses cosine as the periodic function (Eq. 6).

5.3 Frequency Modulation

The numerous applications to which MQRCoDE could be
applied no doubt require that image capture be conducted at
different distances from the QR code. For example, in retail
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Figure 9: Addition of noise or camouflaging lines to mitigate observ- Figure 10: Challenges of decrypting mQR
able lines caused by abrupt phase changes. In (b), the zoomed-in codes: (a) blur; (b) phase inversion phenom-
blocks into black and white figure shows observable boundaries due enon.

to abrupt phase changes.

situations, the distance between a QR code and a scanner is
usually less than 50cm. When using public displays [7, 23],
the distance can range from 10cm to 5m.

To enable support for various communication ranges, we
extended Eq. 5 to modulate the frequency of the generated
spatial patterns. According to camera pinhole theory [44],
the size of an object projected onto a camera sensor is in-
versely proportional to the distance between the object and
the camera sensor as: S¢q;m = M, where S.qp, is
the size of the object in the captured image, Sopjec; is the
size of the object in the real world, Lrocq; is the focal length
of the camera, and D is the distance between the camera
and the object. Although the pinhole camera model does not
account for lens distortion, we can derive an estimate with
regard to communication distance.

Recall that the spatial frequency of a Moiré pattern is
(fi = f2)- In our scenario, f; is the spatial frequency of the
camouflage pattern and f; is that of the CFA. Human eyes
are more sensitive to low frequency signals; therefore, Moiré
patterns become more evident when f; is close to f>. When
MQRCODE is required to communicate at a longer distance,
we can reduce the spatial frequency of the camouflaging
pattern so that it remains close to f; when projected onto
the camera sensor.

We therefore extend Eq. 5 by introducing the frequency
term f, as follows:

Mepa(%,Y) = pefa(Pefa(x, y))
Pefa(u) = 0.5 + 0.5cos(27ru)

Pera(x,y) = ([xf1+ [yf1)mod2)/2 (7)
111
felts.g

Fig. 8 shows examples of mQR codes in which frequency
modulation is applied to adjust the communication distance.
One drawback we can see in Fig. 8 is that when we use a
lower frequency, the boundary of QR code blocks becomes
more evident due to the abrupt phase change. We address
the issue in Sec. 5.4.

5.4 Phase Discontinuity

At the boundary between white and black QR code blocks,
the phase in mQR code also changes. An abrupt phase change
may cause observable horizontal or vertical lines in the en-
crypted mQR code as shown in Fig. 9(b). This problem can be
mitigated by adding noise (Fig. 9(c) and 9(d)) or camouflaging
lines (Fig. 9(e)). In practice, adding 10% noise is sufficient for
mQR codes displayed on a smartphone.

6 DECRYPTION

Decrypting the mQR code requires that the user holds the
camera in a designated position, whereupon the Moiré effect
reveals the original QR code, as shown in Fig. 14(a). However,
using this image directly to reconstruct the original QR code
can be difficult, due to the existence of blurred portions and
phase inversion. Examples of blurred portions are presented
in Fig. 10(a). Due to the effects of phase inversion, blocks
with the same color in the original QR code (i.e., blocks which
are modeled using the same phase in mQR code) may end up
exhibiting different colors in the Moiré pattern, as shown in
Fig. 10(b). Specifically, (b1) shows black blocks of the original
QR code mapped to purple in the captured picture, whereas
(b2) shows black blocks mapped to green.

In this section, we propose a simulation-based analysis
to better understand the phenomena and two decryption
schemes for different usage scenarios.

6.1 Phase Inversion

Definition: phase inversion refers to the phenomenon in
which blocks of the same color in the original QR code (i.e.,
blocks modeled using the same phase in mQR code) end
up exhibiting different colors in the resulting Moiré pat-
tern. We adopted simulation-based analysis to illustrate how
phase inversion occurs. Fig. 11(a) shows part of an mQR code
in which each block represents a pixel. The pixels are ei-
ther black or white, based on the phase modulation scheme
(Eq. 5.2). Fig. 11(b) presents the Bayer CFA of a camera in
which each photosensor captures red, green, or blue light.
In an ideal scenario, placing a camera with no lens distor-
tion precisely in the designated position will allow the perfect
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Figure 11: Simulation-based analysis illustrating
Moiré patterns in encrypted images.

alignment of pixels on the display, as shown in Fig. 11(c).
The raw output from a photosensor is referred to as a Bayer
pattern image. Obtaining a full-color image requires a variety
of demosaicing algorithms [17, 21, 26, 30], which interpolate
red, green, and blue values for each pixel.

The three channels are then combined to produce the
image as it should appear to the eye. In this example, only
the green channel captures high-intensity light from the
display, such that we see only green. Similarly, if we shift the
display by one pixel, only the red and blue channels capture
high-intensity light, such that we see a combination of the
two as purple. In this ideal scenario, the entire image of the
captured mQR code provides consistent phase mapping. In
other words, black blocks from the original QR code are
mapped to either green or purple across the entire image (as
illustrated in the middle figure in Fig .10).

However, in cases where there is lens distortion or the
camera is not placed precisely in the designated position,
the display that is projected onto the camera is somewhat
distorted. In the example in Fig. 12, the display is projected
onto the photosensor plane with the camera is rotated by 1°.
We then compute the Bayer pattern image of the projected
image, perform interpolation to obtain the full-color image,
and combine the three channels to simulate the image cap-
tured by the camera. We can see that the resulting Moiré
pattern has green on the left and purple on the right. The
simulation clearly illustrates how phase inversion occurs.

We use the proposed encryption scheme to encrypt a white
image (Fig. 13(a)) and obtain its Moiré pattern (Fig. 13(b)).

ﬁ%%

a) Distorted image. (b) Distorted image overlap with

Bayer pattern.

(c) Bayer Pattern Image.

(d) After interpolation.

Figure 12: Simulation-based analysis illustrating
phase inversion.
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Figure 13: Illustration of difference in Moiré patterns
in Images A and B under the same display and camera
conditions.

We find that even the encrypted image sharing the same
phase information, its corresponding Moiré pattern has more
than one color, which illustrates the challenge to design a
decryption scheme.

6.2 Multi-Frame Decryption Scheme

We have demonstrated how lens distortion and imprecise
camera placement can result in phase inversion, which can
hinder efforts to decrypt an mQR code using a single frame.
Our simulation-based analysis suggests that if the camera
distortion matrix and the position of the camera are known,
then it should be possible to model the phase inversion and
subsequently compensate for any changes in color mapping.
However, the modeling of phase inversion requires a priori
camera calibration as well as information pertaining to the
precise position of the camera. The difficulty in obtaining
that kind of information more or less precludes model-based
phase inversion cancellation.

To address the above issues, we first propose the MQRCoDE
decryption algorithm which utilizes multiple continuous
video frames. The algorithm is based on the observation that
when a user holds the camera, there is inevitably a certain
amount of camera shake (usually less than 2 ~ 3mm) [14].
The shifts induce between frames cause blurring and phase
inversion occur in various regions of the captured mQR code
images. Therefore, the original QR code can be reconstructed
by taking into account the differences between multiple
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Figure 14: Multi-frame decryption process.

frames. The proposed multi-frame decryption algorithm in-
cludes the following steps:

Enhancing color saturation: Fig. 14(a) presents a picture
of an mQR code obtained using a digital camera. We first en-
hance the color saturation to enhance contrast among green,
red, blue. This is achieved by converting the RGB image to
hue, saturation, and value (HSV) coordinates and maximizing
the saturation dimension. The picture in Fig. 14(b) illustrates
the results of saturation enhancement.

Segmentation: The size of the QR code is determined by its
version, ranging from 21 X 21 blocks (version 1) to 177 X 177
blocks (version 40). The standard QR code contains three
locator marks in fixed locations to allow the QR decoder to
identify the presence of a QR code, recognize the QR code
version, and calibrate the image. MQRCODE leaves these lo-
cators untouched. In fact, we use these locators to create
perspective cutting lines to modify slanted squares into stan-
dard squares. The width and height of the locator marks
are then used to compute the size of each QR code block. A
segmented mQR code is presented in Fig. 14(c).

Conversion to black and white: In Sec. 5, we describe
the decryption of QR codes by modeling green filters and
modulating the phase function to generate mQR codes. QR
code blocks with the different colors are assigned different
phases, resulting in either green or purple separation in
the Moiré pattern, as shown in Fig. 14(b). However, phase
inversion alters the color mapping in the spatial domain.
To reliably identify blocks with the same phase, we sepa-
rate green from purple by thresholding the green channel

and converting the image to black and white. In other words,
when the green intensity of a pixel is higher than a given
threshold, then the pixel is changed to white; otherwise, the
pixel is changed to black, as shown in Fig. 14(d).

Classification of blocks: After each block is changed to
black or white, noise can result in both black and white pixels
in a given block. Thus, in classifying each block as black or
white, we calculate the proportion value ¢ of black pixels in
each block. When c is larger than a given threshold (in this
case 0.8), the block is classified as black; otherwise, the block
is classified as white.

Labeling adjacent blocks with the same color: Two ad-
jacent black blocks probably have the same phase in mQR
code. Thus, we loop through all of the black blocks and label
them using an index. Adjacent blocks that are both black are
labeled using the same index, as shown in Fig. 14(e).

Combining multiple frames: The above steps are repeated
for each incoming frame. The labels from the new frame are
then combined with existing labels from previous frames
as follows: If a block does not have an existing label or is
assigned a label in the new frame, then the block is assigned
a new label. If a block has an existing label index,;4 and is
assigned another label index;.,, in the new frame, then we
search among existing frames for blocks with label index,;4
and blocks with label index,.,, in the new frame, and as-
sign them a new label. We continue combining new frames
until either all of the blocks are labeled or all of the blocks
surrounding an unlabeled block are labeled. An example is
presented in Fig. 14(f).
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Figure 15: Fast decryption process.

Coloring blocks: Each block is then colored black or white
in accordance with the labels. The colors of the locator marks
are known; therefore, we begin by coloring their neighbors.
The rules for color blocks are as follows: i) If two adjacent
blocks have the same label, then they are drawn using the
same color, and ii) if two adjacent blocks have different labels,
then they are drawn using different colors. The original
QR code is then recovered after all of the blocks have been
colored, as shown in Fig. 14(g).

6.3 Fast Decryption Scheme

The multi-frame decryption scheme is effective when users
hold the camera in hand. However, many QR code scanners
used in stores nowaday are fixed on a table [8]. Moreover,
the multi-frame decryption scheme requires several frames
to correctly reconstruct the original QR code. According to
our evaluation in Sec. 7, it takes 10.2 frames in average to
correctly decrypt an mQR code. Therefore, we sought to
develop a fast decryption scheme for the scenario with a
fixed scanner or requiring a shorter decryption time.

For the sake of illustration, we present the following sim-
ple experiment. We first use the proposed encryption scheme
to encrypt a white image (as shown in Fig. 13(a)) and its
Moiré pattern (Fig. 13(b)). We then encrypt another image
with 2 X 2 black and white blocks, the Moiré pattern of which
is shown in Fig. 13(d). The sizes of the two images are the
same, and the display and camera are fixed in set positions.
Clearly, the shape of the Moiré patterns from two images
are similar; however, the colors located at black blocks in
the second image are inverted. This suggests that when the
camera and the display configuration are unchanged and
the Moiré pattern of the encrypted white image is known,
then we can predict the Moiré pattern of any mQR codes in
a given position simply by inverting the green and purple
located at black blocks.

This observation is used to guide the design of our fast
MQRCODE decryption scheme. We employ a QR-code scan-
ner and placed a phone displaying an mQR code on the table
to facilitate scanning. The phones alternatively display an
encrypted white image and an mQR code at 10 f ps. The cam-
era is configured to use a fixed focal length while recording
video at a frame rate of 30 fps. Once the scanner captures
from the phone a frame with the encrypted white image and

a frame with the mQR code, the two frames then undergo
processing to reconstruct the original QR code:

Learning the phase inversion pattern: The camera uses
the Moiré pattern of the encrypted white image as a reference
by which to learn the changes in color mapping resulting
from phase inversion (Fig. 15(a)).

Segmentation: For the frame with an mQR code, we use
the width and height of three known locators to compute
the size of each QR code block and segment the mQR code
(Fig. 15(b)).
Cancelling phase inversion effects: We compare the col-
ors of the captured mQR code with the reference image de-
rived in the steps listed above. If the color difference of a
given pixel in two images exceeded a given threshold (80,
120, 120 in the RGB channels, respectively), then the pixel is
marked as a different color. If more than 80% of the pixels in a
block are different, then the block is colored black; otherwise,
the block is white (Fig. 15(c)).

The above fast decryption scheme requires only two frames
to decrypt the generated mQR code, thereby greatly reducing
decryption time.

7 EVALUATION

7.1 Experiment Methodology

We generate 20 version-3 (29 X 29) QR codes to encode ran-
dom text messages with the error correction level set at “M”
(i.e., 15% data restoration) * using MQRCoDE for encryption.
The generated mQR codes are displayed on 10 displays (4
iOS, 4 Android, 1 desktop display, and 1 laptop display). Fur-
thermore, the codes are configured specifically for receivers
position at a specific distance at an angle of 0°. 8 smartphones
(410S and 4 Android) with built-in cameras and 2 PiCameras
connected to a Raspberry Pi [22] are used to decrypt the
mQR codes. The cameras are set to record a video of each
mQR code at 30 fps for 5sec. Each experiment is repeated
30 times for each of the 20 mQR codes. For the multi-frame
decryption method, the display is fixed and the camera is
held by an user. For the fast decryption method, both the
display and the camera are fixed. We report the averaged
percentage of messages that are correctly extracted from the
mQR codes.

7.2 mQRCode Performance

7.2.1 Decryption Range. The primary objective behind the
development of MQRCODE is to enhance the security of QR
codes. Fig. 16(e) and 16(f) show the decryption rates of the
standard QR codes with 5 cameras positioned at various

3 Alipay uses version-2 (25 x 25) QR codes [48] while WeChat uses version-1
(21 x 21) [48] QR codes. Version-3 QR codes which carry more data are
representative of the amount of data needed by these systems.
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angles and distances from the screen (DELL S2340M). We
can see that all cameras can decode standard QR codes while
being placed within 3 meters from the display. The view
angle has little impact to the QR code decryption rate (100%
from —89° to 89°.) These results imply that the standard QR
codes are easily sniffed.

We then encrypt these standard QR codes via MQRCODE.
Figs. 16(a) and 16(c) present the decryption rates of mQR
codes with 5 cameras positioned at the correct view angle
but at various distances from the screen. Figs. 16(b) and 16(d)
present the decryption rates with the camera positioned at
the correct distance but at various view angles. When the
camera is positioned at the designated distance (shifted by
0cm) and at the designated angle (shifted by 0°), the decryp-
tion rate is 100%. When the camera is 10cm or 20° away from
the designated position, the decryption rate drops to 0. These
results demonstrate the efficacy of MQRCODE in preventing
OR codes from being sniffed.

7.2.2  Frames Required for Decryption. Number of frames re-
quired for the decryption is an important factor in assessing
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Figure 18: Multi-frame decryption rate with different
frequency modulations.

the usability of MQRCoDE. The fast decryption scheme re-
quires only two frames for decryption; therefore, the follow-
ing assessment deals only with the multi-frame decryption
scheme. We use 5 cameras to record videos of 20 mQR code at
30fps for 5 seconds and repeat 30 times. We apply the multi-
frame decryption method to all the videos and filter out the
blurred frames. Fig. 17 shows CDF of the number of frames
required to decrypt mQR codes when the camera is held in
the correct position. We can see that the average number of
frames required for multi-frame decryption is 10.2 and with
16 frames all mQR codes can be correctly decrypted.

7.2.3  Impact of Frequency Modulation. We evaluate the fre-
quency modulation scheme. The 20 QR codes are modulated
with four frequencies and displayed on DELL S2340M. We
use iPhone 7Plus to decrypt the mQR codes at various posi-
tions and the decryption rates are shown in Fig. 18(a) and
18(b). First, we can see that when a smaller modulation fre-
quency is used, the mQR codes can be decrypted at a longer
distance. It provides the flexibility in designing mQR codes
for applications targeted at various operating distances. Sec-
ond, the mQR codes still offer the high security since they
can only be decrypted at the designated distances and angles.

7.24  Impact of Phase Discontinuity. We evaluate the impact
of added dot noise or camouflage lines to hide the boundaries
resulting from abrupt phase changes. Figs. 19(a)-19(c) show
the decryption rates and corresponding number of frames
required for the multi-frame decryption scheme after adding
10%-40% dot noise or camouflaging lines. The decryption rate
is above 95% when using 13 frames for 10% dot noise and
21 frames for 20% dot noise. When 30% dot noise is added,
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tained using multi-frame decryption scheme; (d) re-
sults obtained using fast decryption scheme.

the decryption rates are as follows: iPhone 7Plus (91.2%),
Huawei P20Pro (89.5%), and PiCamera (89.7%). When 40%
dot noise is added, decryption rates drop to less than 20%,
even when using 50 frames.

The decryption rates after adding camouflaging lines are
as follows: iPhone 7Plus with 13 added frames (94.7%), Huawei
P20Pro with 15 added frames (93.3%), and PiCamera with 12
added frames (95.2%). Nonetheless, the decryption rate do
not improve with the addition of more frames. Investigating
the traces that fails decryption reveals that the increasing dot
noise and camouflaging lines add the errors in block color
classification, which decrease the decryption rate.

Fig. 19(d) shows that the average decryption rate when
using the fast decryption scheme following the addition of
dot noise or lines. When only 10% or 20% dot noise is added,
the decryption rate is above 97%. When 30% dot noise is
added, the decryption rate drops to 80%. When 40% added,
the decryption rate drops to 60%.

From the results of these experiments, 10% added noise is
sufficient to prevent the camera from capturing boundaries
at a distance of 10cm from the mQR codes, which should be
sufficient for most practical applications.

7.2.5 Impact of Environmental Factors. QR codes must be
effective and robust under a variety of environments. Light-
ing is a major factor affecting the QR code decoding rate. It
is also an important issue in MQRCODE decryption.

We sought to evaluate the impact of lighting by perform-
ing experiments under the following conditions: outdoors
(8 AM, noon, and 11 PM), under typical office lighting, and
indoors with all of the lights turned off. Fig. 20(a) shows
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Figure 21: Influence of vehicles on decryption rates
(error bar shows standard deviation): V,: stationary;
Vp:high-speed rail; V: subway; Vp: bus; Vg: taxi.

the average number of frames required to achieve 95% de-
cryption rate using the multi-frame decryption scheme. A
higher number of frames are required in a dark environment
(outside at 11 PM and indoors with all of the lights off ) due to
the fact that the camera has to employ a higher ISO, which
increases the amount of noise and in so doing makes decryp-
tion more difficult. Fig. 20(b) shows the average decryption
rate using the fast decryption method. Under this scheme,
the decryption rate also drops somewhat in a dark environ-
ment. This is a clear indication that sufficient light is crucial
to the normal operation of MQRCODE.

Another factor that can impact the decryption rate is vi-
bration caused by the surrounding environment, as when
users are riding on trains, subways, buses, or taxis. Fig. 21(a)
shows the average number of frames required for the multi-
frame decryption scheme under these scenarios. We can see
that the number of frames required on the high-speed rail
and subway is similar to the number of when the user is
stationary due to the relative stability. However, while rid-
ing on a bus or taxi, 1.7 times as many frames are required
than in the stationary scenario. The vibration introduced
by these vehicles caused the camera or smartphone to devi-
ate from the designated position, and the cameras require
a certain amount of time to adjust in response to changes
in distance. Note that the Moiré pattern can disappear or
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Figure 22: Impact of various cameras and displays. Dis-
plays are D;: iPhone 6; D;: iPhone 7Plus; D,: iPhone
X; Ds: iPhone XS; Ds: Huawei P20Pro; Ds: Samsung S7;
Dg: Nexus 6P; D;: Google Pixel 2; Dg: DELL S2340M;
Dy: MacBookPro 2016; Cameras are Cy: iPhone 6; C;:
iPhone 7Plus; C,: iPhone X; C;: iPhone XS; C;: Huawei
P20Pro; Cs: Samsung S7; C¢: Nexus 6P; C;: Google Pixel
2; Cg: Pi Camera (5MP); Py: Pi Camera (8MP).

fade if the focus is not set correctly. Fig. 21(b) shows the
average decryption rate under the fast decryption scheme
in the above-mentioned scenarios. Vibration also affects the
performance of the fast decryption scheme because it relies
on only two frames, such that any shaking has a profound
effect and causes the decryption to fail.

7.2.6  Impact of Displays and Cameras. We also examine how
MQRCoDE works on a variety of mobile devices. Ten devices
are used to display mQR codes and ten mobile cameras are
used to capture videos to decrypt the mQR codes. Fig. 22(a)
shows the average number of frames required for multi-
frame decryption. All of the display-camera pairs work in a
similar manner, wherein an average of 11.3 frames is required
for decryption. The average decryption rate under the fast
decryption scheme is presented in Fig. 22(b). In these tests,
MQRCODE is proved to be highly robust, with an average
decryption rate of 98.6%.

8 USER STUDY

To evaluate the user experience of MQRCODE, a within-
subject user study [1] involving 20 participants (ten men and
ten women) aged 15 to 60 years (average age of 34.51 years)
from a variety of occupational backgrounds (e.g. students,
lecturers, public servants, shopkeepers, etc.) is conducted.
Each participant uses the mobile phones pre-installed with
our scanning APP. We customize our APP by implement-
ing both QR and mQR code scanning functions. To guide
the users in properly putting the codes within the desired
area, we overlay a “hint box” (similar to the QRCodeFinder
box [60]) on the user interface of our APP. The evaluation
procedure consists of three phases: the pre-study orientation,
the experiment, and the post-study questionnaire. First, a
pre-study orientation (5 min) is conducted to explain the
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goal of this study and advise them on operations of scanning
both QR and mQR codes with our APP. In the experimental
phase (30 min), we give each participant a mobile phone and
ask them to use our APP to perform 50 scanning tasks, i.e.,
decoding 50 QR codes (25 are the actual Alipay payment QR
codes and 25 are WeChat QR codes) and their corresponding
mQR codes. In other words, each scanning task includes two
subtasks: scanning a standard QR Code (QR-code subtask)
and the corresponding mQR code (mQR-code subtask). The
displaying orders of codes are counterbalanced, i.e., with half
of the tasks beginning with scanning a standard QR code
and the other half with scanning an mQR code. The decryp-
tion latency for scanning a code can be measured from the
starting time when a user launches the APP till the ending
time that the user successfully decrypts a generated code
with the APP. Finally, a post-study questionnaire (Appen-
dix B) gathers the user feedback, which is ranked in a 5-point
Likert scale (1 (“Strongly Disagree”) ~ 5 (“Strongly Agree”)),
after completing all the code scanning tasks. Paired ¢-tests
are used to check for differences in the opinions towards
scanning QR and mQR codes.

Fig. 23(a) summarizes participant responses towards five
questions (in Appendix B.2) in the post-study questionnaire.
The five questions assess if participants can properly position
the phones. (Q1), if they feel the decryption is slow (Q2), if
they feel the system is secure enough (Q3), the satisfaction
(Q4), and the willingness (Q5).

Participants agree that it is simple to put the mQR codes
in the hint box where scanning is easy according to the
average rating (4.45) towards Q1, which shows no significant
difference from that collected in the QR-code subtasks (4.8) (p
=0.11, p means p-value [57]). Fig. 23(b) shows the decryption
latency of MQRCoODE and the standard QR code. Over 90%
of the participants can successfully scan and decrypt the
standard QR codes within 1.8 seconds while over 90% of the
participants can successfully scan and decrypt mQR codes
within 3.4 seconds. This increase is contributed by the time
that participants has to slightly adjust the shooting distance
and angle along the edge of the hint box to find the correct



position for decryption. However, participants expresses that
they still felt MQRCoODE can decrypt in an acceptable speed
according to the slightly lower average rating (4.7) towards
Q2, which shows no significant difference from that (4.9) in
QR-code subtasks (p = 0.16).

Moreover, participants agree that MQRCODE can securely
prevent someone nearby taking a sneaky photo of the mQR
code according to the average rating (4.95) towards Q3, which
is significantly greater than that (1.95) collected in the QR-
code subtasks (p < 0.05). Overall, the acceptable decryption
latency (Q2) and great security enhancement (Q3) make par-
ticipants significantly more satisfied with and more willing
to use MQRCoDE than the standard QR code system, which
is reflected by that the average ratings (Q4: 4.85 and Q5: 4.8)
collected in the mQR-code subtasks are significantly higher
than those (Q4: 2.9 and Q5: 4.4) collected in the QR-code
subtasks (p < 0.05 for both Q4 and Q5).

9 LIMITATION AND DISCUSSION

In this section, we discuss the limitation of MQRCoDE. The
motivation of the MQRCODE is to enhance the security of
QR codes while the goal of the attacker is to obtain the
QR codes generated by the victim in order to make illegal
transactions or steal private information. There are two ways
for the attackers to decrypt mQR codes. First, we assume
that the attacker knows the designated position from which
to take pictures to decrypt mQR codes. This is technically
possible based on the assumption that the attacker knows
the decryption schemes; however, the designated position
is very close to the victim (i.e., < 50cm), which is unlikely
to go unnoticed. In fact, we would argue that this type of
attack method is infeasible.

Second, the attacker could attempt to clearly capture ev-
ery pixel of an mQR code and then decrypt it using the
knowledge introduced in the paper. Specifically, informa-
tion pertaining to the Bayer CFA is in the public domain,
which means that p.r4(x, y) and ¢.r,(x, y) are widely known.
Remember that pge. can be computed with pcrs(x, y) and
Penc(x, y) using Eq. 4. The attacker could construct @epc(x, y),
by creating a matrix matching the size of the captured im-
age. For pixels that are black, the corresponding elements
in the matrix would be set to 0s and all other elements
would be set to 1s. According to the following equation:
Maec(x,y) = pdec(¢cfa(x’ Y) = Penc(x,y)), the attacker can
then compute mg..(x, y) (i.e., the original QR code) since the
other three terms are known.

This means that the second attack method is theoretically
feasible as long as the attacker can capture every pixel of the
mQR codes from the screen. But how easy would it be for
the attacker to capture pixel-level information? According
to the ideal pinhole imaging principle, the spatial resolution
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is determined by the pixel pitch of the display and the cam-
era as well as the camera focal length. However, in practice,
spatial resolution is largely impaired by lens distortion and
aliasing [39]. One well-known metric used to quantify spa-
tial resolution is the Modulation Transfer Function (MTF).
The modulation of an image represents its contrast in spa-
tial domain, as follows: M = %, where S, and
Smin represent the maximal and minimal pixel values within
an image. A higher M is indicative of higher contrast. MTF

is used to define the modulation ratio between a captured
Mca
Mdisl; ’
and My;sp respectively represent the modulation of the cap-
tured image and the displayed image. We use a displayed
image with My;sp, = 1, such that MTF is between 0 and 1.
The MTF is proportional to the spatial resolution. We can
set a cutoff threshold for MTF. When the MTF value is be-
low the threshold, there is no way to differentiate among
black and white pixels. Fig. 24 shows the MTF of the Nikon
D7000 with an AF-S NIKKOR 18 ~ 105mm lens and an AF-S
NIKKOR 70 ~ 200mm lens. When we set the cutoff threshold
to 0.3 [58], the camera with 105mm focal length is unable
to differentiate individual pixels when the camera is farther
than 108cm. We can notice the distance is much smaller than
140cm computed using the ideal pinhole imaging principle.
When the camera is held in hand (which is a more realistic
case for the attacker), MTF is further decreased by 3.92%.
Give the size of the camera (110mm long) and the maximal
attack distance (108cm), it’s likely that the attack is noticed.

When a telephoto lens with the 200mm focus is used, the
maximal attack distance is increased to 210cm. However,
the size of the lens is also increased to 88.5mm X 202.5mm
(diameter and length) which makes it even harder to disguise.
Although lenses with longer focal lengths (e.g., 800mm [34])
are available in the market, their sizes and prices make them
hard to be used in the attacks. Overall, it would be reasonable
to conclude that MQRCODE greatly reduces the risks involved
in leaking information via QR code.

image and the displayed image: MTF = where Mcqp

10 RELATED WORK

QR codes have been implemented as an information-sharing
medium over a wide spectrum of real-world applications. QR



codes can be conveniently scanned using cameras on smart-
phones; however, they suffer from limitations [6, 32, 38, 49]
in terms of security. Researchers have devised a number of
visual or optical cryptography schemes to hide information
in camouflaged visual patterns. Next, we summarize related
studies on the secure exchange of information with visual
patterns. Previous works focused on the following issues: 1)
designing QR codes to enable the efficient encoding/decoding
of information, 2) visual and optical cryptographic solutions
to enable the secure exchange of information, and 3) lever-
aging Moiré patterns to hide messages.

10.1 Design of QR-Codes

Traditional QR codes comprise a number of black and white
blocks that represent specific pieces of information. Com-
mercial enterprises [45] and researchers [16] have further
customized QR codes by slightly altering the patterns to
incorporate colors, logos, and other features as a form of
personalization. ARTCode [59], halftone QR codes [13], and
PiCode [29] embed information entirely in a human-readable
content to offer a more pleasant and informative user expe-
rience. To exploit diverse hardware capabilities, Strata [28]
proposed a layered coding scheme to support a range of cap-
ture resolutions and deliver information at corresponding
rates. The technology of MQRCODE is orthogonal to these
works; i.e., it is fully applicable to all of these schemes. In
fact, it is perfectly feasible to design MQRCODE code with
information embedded in a human-readable format.

10.2 Optical and Visual Cryptography

Most of the studies listed above aimed to improve the read-
ability and encoding efficiency of QR codes; however, none
of them address issues pertaining to the security of QR codes.
Most existing QR code applications requiring secure com-
munication, such as mobile payment [40] and authentica-
tion [12, 15, 36], encrypt messages directly in QR codes. How-
ever, recent studies have shown that encrypting messages
does not mitigate the threat because attackers performing
Replay and STLS attacks need only an image of QR code and
do not need to decrypt the messages [6].

To enable the complete concealment of visual images, ex-
isting visual cryptography (VC) techniques [43] encode a
secret image into shared images with camouflaged visual
patterns such that stacking a sufficient number of shared im-
ages reveals the original secret image. In [10, 20, 27, 36, 51],
VC technology has been applied to QR codes to check the
identity of individuals accessing QR codes or to control per-
missions related to accessing protected data. However, those
works require that users scan multiple images or exchange
key images in advance in order to recover the original QR
code. In contrast, the scheme proposed in this study requires

only that users hold the camera in a designated position to
immediately obtain embedded messages.

Images can also be concealed via optical encryption. Dou-
ble Random Phase Encoding [53] and its numerical deriva-
tives [2, 24, 37, 47, 50] seek to encrypt images using a series
of optical lenses and optical infrastructure. In [9, 11, 31],
these technologies were used to hide encrypted QR codes.
Nonetheless, optical encryption methods require specialized
optical hardware, whereas mQR code relies only on common
smartphones to decrypt hidden QR codes.

10.3 Leveraging Moiré Patterns

Moiré patterns have been used in a variety of research projects
[18, 25, 33] to hide images. Lebanon et al. [33] explored the

superimposition of grating patterns to create Moiré patterns

of facial images to be visualized by humans. Hersch et al. [25]

created moving Moiré components running up and down at

different speeds and in different orientations when applying

translation to the revealing layer. Desmedt et al. [19] created
a scheme by which to secretly share information in realis-
tic images. Tsai et al. [52] enabled the creation of Moiré art

and allowed visual decoding by superimposing grating im-
ages printed on separate transparencies. These approaches

require two semi-transparent layers to overlap each other
to reveal the hidden image. Unlike those works, MOQRCODE

and [42] exploit the nonlinear optical interaction between a
camera (specifically the CFA) and a camouflaging pattern to

hide QR codes. Moreover, the simple black and white blocks

in QR codes make it difficult to apply existing methods in a

manner that is not visually obvious.

11 CONCLUSION

We present MQRCODE, a system that achieves secure and
robust QR code communication. MQRCODE provides a num-
ber of benefits over existing systems. First, MORCODE is a
software-based solution, which requires no additional hard-
ware or communication channels. Second, encryption and
decryption rely on the relative position between the mQR
code and the camera. Thus attackers are prevented from
decrypting the mQR codes due to the fact that they can-
not occupy the same physical space as the would-be victim.
Third, the computational overhead of decryption is low. Ex-
tensive experimental assessments demonstrated the efficacy
of MQRCODE in a range of environmental situations.
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A RATIONALE BEHIND PHASE
MODULATION

In this section, we derive the rationale behind the phase mod-
ulation results using the green, red, and blue filters shown
in Fig. 7.

Step 1: Modeling the green, red, and blue filters in
CFA.

As described in Sec. 5.1, the green filter can be modeled
as follows:

YY) = P, (B (e )
Plp(u) = 0.5+ 0.5c0s(27u)
fra®xy) = ((x+y) mod 2)/2
where mffa(x, y) represents the color reception of the

green filter at coordinate (x, y) on the image sensor, pg fa (u)

represents its periodic function, and gbf fa(x, y) represents its

phase function.
Next, we model the red filter. We let mz fa (x, y) represent

the color reception of the red filter at coordinate (x, y) on the
image sensor, p! fa(”) represent the periodic function. Here,

we let p7 fa(u) equals to m‘z fa(x, y) so the phase function of
the red filter can be modeled as follows:

- 0.5, if x is odd;
cfa(x’ y) = i
((x+y) mod 2)/2, ifxiseven.

We observed that the blue filter array has the similar distri-
bution with the red one. We let the period function p¢rq_p(u)
in the mcfq_p(x, y) equal to pgfu(x, y) and pcra_r(x, y), the
corresponding phased function can be modeled as follows:
((x+y+1) mod 2)/2, ifxisodd;
0.5, if x is even.

¢’cfa—b(xv y) =

Step 2: Phase Modulation
According to the phase modulation method introduced
in Sec. 5.2, we first obtain the phase information on the
encrypted image when using the green filter.
¢€flc(x’ y) =¢ffa(x’ y) _pgic(mdec(x» y)) + Zkﬂ-a k € Z
=((x+y) mod 2)/2-
p;;c(mdec(x, Y)) +2kn,keZ
By putting ¢, (x, y) into the equation: mepc(x,y) =
Penc(Penc(x, y)), where the penc(u) = 0.5 + 0.5cos(27u), we
can obtain the encrypted image:
0.5+ 0.5cos(27(((x +y) mod 2)/2 —0.5)),
if mdec(xs y) =0
0.5 + 0.5cos(27((x +y) mod 2)/2),
if myec(x,y) =1

Menc(x, y) =

When mg..(x,y) = 0, which means that the color at coordi-
nate (x, y) of the original QR Code is black, the corresponding
phase information in the encrypted image includes the equal
amount of black and white pixels with the same distribu-
tion; when mg..(x,y) = 1, which means that the color at
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coordinate (x, y) of the original QR code is white, the corre-
sponding phase information in the encrypted image also has
the same amount of black and white pixels (with an opposite
arrangement from those in black QR code blocks.)

Summarizing the above, we find that the encrypted image
using green filter share the same color information so it is
difficult for the human eyes to distinguish the difference
between them. The example image is shown in Fig. 7(b).

Next, we calculate the result of an encrypted image using
the red filter.

Penc(,Y) = G, (6. Y) = Pge(maec(x,y) + 2kn k € Z

0.5 = pi (Maec(x, y)) + 2k, k € Z,
if x is odd;
=4((x+y) mod 2)/2—
P,;;C(mdec(xv y)) +2km, k €Z,
if x is even.
When mg..(x,y) = 1, which means that the color at a
coordinate (x, y) of the original QR code is white, the corre-

sponding phase information in the encrypted image can be
calculated as follows:

0.5-0=0.5,
if x is odd;
¢enc(x7 y) = _
((x+y) mod?2)/2-0=((x+y) mod 2)/2,
if x is even.

Similarly, when mg..(x,y) = 0, which means that the
color at a coordinate (x, y) of the original QR code is black.
The corresponding phase information of encrypted image
can be calculated as follows:

0.5-0.5=0,
if x is odd;
Penc(x,y) = ((x +y) mod 2)/2 0.5
=((x+y) mod2-1)/2,
if x is even.

When mgec(x,y) = 1, by putting @enc(x,y) above into
the equation: Mepnc(x, Y) = Penc(Penc(x, y)), where penc(u) =
0.5 + 0.5cos(2mu), we can obtain the encrypted image as
follows:

0, if x is odd;
Mene(x,y) = 40.5 + 0.5cos(2z(((x +y) mod 2)/2)),
if X is even.

From the above equations, we can see that in the black area

of the original QR code, three-fourth of the same area in the
encrypted image becomes white pixels so they look whiter

to human eyes. Similarly, in the white area of the original QR
code, three-fourth of the same area in the encrypted image
becomes black pixels and appears to be blacker to human
eyes.

Summarizing the above, we find that the encrypted image
using the red filter still carries color information, which can
explain the result in Fig. 7(c). Considering that the blue filter
has the similar spatial distribution with the red filter, we can
draw a conclusion that an encrypted image using the blue
filter also carries color information as shown in Fig. 7(d).

B MOQRCODE USER EXPERIENCE
QUESTIONNAIRE

B.1 About you

In this section, you will be presented with questions about
yourself.
1. Your gender:
O Female
O Male
2. How old are you?
O Below 18
0 18-24
O 25-34
O 35-44
O 45-54
O Above 55
3. What is your occupation?
Please specify:

B.2 About the user experience

In this section, you will be presented with five questions
about your opinions and attitudes towards the standard QR
Code (i.e., unencrypted QR Code) and the MQRCODE (i.e.,
encrypted QR Code).

After completing tasks of scanning the standard QR Code,
please rate your opinions toward standard QR Code with the
following aspects.

4. Q1: Simple to put the codes in the hint box
where scanning is easy?
Disagree O—O—0O—0O—0 Agree

5. Q2: Decryption rate is fast enough?
Disagree O—O—0O—0—0 Agree

6. Q3: The standard QR Code system is secure

enough to prevent fraudulent charges?
Disagree O—O—0O—0O—0O Agree



7. Q4: Are you satisfied with the standard QR
Code system?
Very dissatisfied 0—O0—0O—0—0 Very
satisfied

8. Q5: Are you willing to use the standard QR
Code system?
Not willing 0—0—0—0—0 Willing

After completing tasks of scanning the mQR codes, please
rate your opinions toward MQRCoDE with the following
aspects.

9. Q1: Simple to put the codes in the hint box
where scanning is easy?
Disagree O—O—0O—0O—0O Agree

10.

11.

12.

13.

Q2: Decryption rate is fast enough?

Disagree O—O0—0O—0O—0 Agree

Q3: The MQRCODE system is secure enough to
prevent fraudulent charges?

Disagree O—O—0O—0O—0 Agree

Q4: Are you satisfied with the MQRCODE sys-
tem?
Very dissatisfied O—O0—0O—0—0O Very

satisfied

Q5: Are you willing to use the MQRCODE sys-
tem?

Not willing O—O0—0—0—0 Willing
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